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1. Introduction

A group of autonomous agents can perform with more advantages than a single agent in the dynamical systems. For instance, using a multi-
agent system (IMAS) leads to

® more adaptivity and scalability of system, and
e more robust against the system and environment faults.

Based on the above reasons, the cooperative control of MAS has been an important research topic in the different areas such as
distributed control of vehicles [1-3], flocking and swarming in multi-robot systems [4-6], data fusion and data aggregation in wireless
sensor networks [7-10], filtering problems in sensor networks [11], control, filtering and estimation problems in networked control
systems [12-15], software MAS in video streaming [16], power systems [17], coordinated defense systems such as synchronization of
satellites or spacecraft [18-20]. Among the cooperative problems in MAS, consensus problem means the agreement between agents to
reach a common assessment or decision based on the distributed information and a communications protocol. Many of the cooperative
problems can be thought of as special cases of consensus; for instance, in formation, when the position of each agent in the geometric
pattern is not specified a priori. In general, the consensus problem is an interaction principle among agents that is solved by the control
approach.

Recently, numerous results have been reported in the consensus problem of MAS. For instance; in [21-24] the analysis of consensus
tracking of continuous-time first and second-order MAS has been studied. In [25-27], consensus tracking for a class of second-order non-
linear MAS was studied. Consensus of networks of high-order integrators were studied in [28-31] and linear systems in [32-35,36]. Address
a distributed tracking problem for multiple Euler-Lagrange systems. It should be noticed that, considering more general model for MAS can
leads to more practical results in this field. As an example, in [31] based on the assumed model, the proposed approach can only be applied to
consensus problem of MAS. In this reference, the rendezvous problem could not be solved because of the non-zero velocity in consensus
area. In this paper, by selecting the generalized linear model for MAS, rendezvous problem can be solved by the proposed control protocol.
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Also, the existing consensus algorithms reported in various papers can be classified into three classes: consensus without a leader [37],
consensus with a leader [38] and model reference consensus [39]. In this work consensus without need to leader will be discussed.

In most applications of MAS, delay is inevitable. Delay in such systems is categorized in two types: communication delay between
agents and input delay (delay in the transmission of control input to agents). These can occur due to multi-hop communications,
movements of the agents, and unavoidable delays in the communication channels. Delay in such systems usually leads to instability,
complexity and hidden oscillations of the system. That is why, the consensus problem in MAS with time-delay has attracted the attention
of many researchers; for instance, [40] discussed the consensus problem in directed networks with double-integrator dynamics and non-
uniform time-varying communication delays via Lyapunov-Razuminkhin theorem [41], investigated second-order consensus of MAS with
time-varying delays based on the Lyapunov stability theory [42], studied the robust consensus problem for higher-order MAS subjected to
external disturbance and delays in networks. In [41], second-order group consensus for MAS with constant input delay has been discussed.
Asymptotic stability of MAS with topology variances and time-varying delays has been addressed in [43].

On the other hand, fault is an unavoidable phenomenon especially in the complex systems. Fault can result in unsatisfactory perfor-
mance of the system. It can occur due to provisional failures of communication links, network-induced packet loss, temporary intentional
interruption applied to the control block, or false data injection by attacker to the control input in some intervals. These conditions lead to
occasional corruption of control signal transmitted to agents which may cause instability and oscillation of agent behavior. These faults
often exist in MAS due to various factors as stated above. However, fault tolerant consensus of MAS in such conditions has not been fully
discussed. Among the papers in the field of MAS, only in [44] the distributed tracking problem of linear higher-order MAS with occa-
sionally missing control inputs has been studied. The proposed method in [44] depends on eigenvalues of Laplacian matrix. This means
results are dependent on global information of the communication graph that may not be available in general.

In summary, the following motivations led to the present work: (i) existence of delay in almost all MAS applications with undesirable effect on
the performance of system, (ii) the lack of adequate publications dealing with this issue together with occasionally missing control inputs in MAS,
and (iii) work reported in paper [44] is only applicable to system with known communication graph which did not cover the whole area of the
current research.

The paper is organized in five sections. In Section 2, the required definitions and lemmas are introduced. In Section 3, the model of system
with fault in data transmission from control input to the agents and delay is expressed. In Section 4, the sufficient conditions for the system
stability are offered. Finally in Section 5, a simulation example is given to show the advantages of the proposed conditions.

2. Preliminaries

Iy represents the identity matrix of dimension N. 1 Denote a column vector with all entries equal to one. A ® B denotes the Kronecker
product of matrices A and B. ||x|| denotes its 2-norm. For a symmetric matrix A, Amin(A) and Amax(A) denote, respectively, the minimum and
maximum eigenvalues of A, and the symbol ‘x ’ stands for symmetric blocks in the matrix inequality.

A directed graph G with the set of nodes V = {v{, Vv, ..., vy}, the set of directed edges e=v x v, and a weighted adjacency matrix
Aqgi = [a] .y With non-negative adjacency elements a;. An edge e; in graph G is denoted by the ordered pair of nodes (v;, v;), where v; and
v; are called the parent and child nodes, respectively, and e; € € if and only if a; > 0. Also, the Laplacian matrix L = [I;], y of G is defined as

—a,-ji 75]

L— N
T an =g

k=1k#i

Lemma 1. [1]: Zero is an eigenvalue of L with 1 as a right eigenvector and all nonzero eigenvalues have positive real parts. Furthermore, zero is a
simple eigenvalue of L if and only if G has a directed spanning tree.

Lemma 2. [45]: For any positive definite matrix M e R™", scalers y, <y(t) <y,, and a vector matrix x : {*72 —7Y1|—>R" such that the
following integrations concerned is well defined, then:

t—yq
—(}’2—71)< /f XT(S)MX(S)dS> < —[xt-yp—xt-ry]"

=72
Mx(t—y)—x(t—7y,)]

Lemma 3. [42]: For any positive definite matrix R e R™*" we have
DE+E'D" <DR™'D" +E"RE

Remark 1. . In this work, it is assumed the communication graph between agents contains a spanning tree. If at least one agent is isolated
and do not receive information from other agents, consensus cannot be achieved.

3. Problem statement

In this paper, a network of N agents with linear dynamics is considered. The dynamics of the i-th agent is described by
X = JAX;+Agx;(t — d(t))+ Bu;(t —d(t)),
X(Q) = ld)(9), Oe [—dz, 0] (1)
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where x; € R" is the state, u; € RP is the control input, A, A, B are the constant known matrices with compatible dimension. {¢)(8)}° a4, IS the
initial conditions values. d(t) is the time-varying delay which is bounded as
di <dt)y<dy,dit)y <t <1

In this work we want to solve the consensus problem between agents such that
lim,, (—%)=0, Vij=12.,N )

It is assumed that there is a fault in transmission of control input to agents as follows:

Uit <t<loeis 3
M= fitaer <t<tois keN )
Let
x=[xT %", xnT] u= [T u’, . unT], F= [flT,sz,..A,fNT] using (1), (3) the following closed loop system is obtained
() — (Un ® Ax(t)+Un ® Agx(t—d()+I & B)u b <t <ty 4
MO=1 (ly © A%+ ® Apxt—d(D)+( ® BIF by, 1 <L <lyg 2, keN “@
Based on (2), the disagreement between agents can be expressed in the following form:
N
Si=xi—1/N>_x(0), (5)
j=1
which can be presented in the following vector form:
(=M ® Inx, M=Iy—1/N117, (6)
From (4) and (6) the following equation for consensus error is obtained:
Hy= (In ® AL +(Iy ® ALt —d(D)+(M & B)u i <t <ty 7
O= (In @ AL +(UN ® ApS(t—d(t))+(M ® B)F tyg 1 <t <ty,a, keN )

4. Main results
4.1. Missing control input in some intervals

In this section, we analysis the delay dependent consensus condition for MAS (1) with fault in the control input as (3) with F=0.
To achieve distributed consensus and simultaneously independence of controller gain from eigenvalues of Laplacian matrix, the following
controller is suggested:

N
u= C,'K Z aij(xj—x,'),

j=1
N N
G=n; | —viCi+ | Y aixi—x)'A D ay(xi(t—d(t) —x;t—d(®)) | |, ®)
j=1 j=1

where K e R”P, n;,y; are positive scalars and A = —P;BK.

For the stability analysis of system (7) with controller (8), the stability of system in cases of non-failure and failure of the controller is
analyzed, separately.

At first, the stability analysis of system during t; <t <ty ¢ is investigated. We choose the following Lyapunov-Krasovskii functional

Vi=Viu+Vip+Vis 9
With
t?

N
Vir=1/20T (0L ® PE(0)+ > o
i=1 !

t
Vip = / e (s)L ® QL(s)ds,
t—d(t)

0 t . .
Vi = / / e (s)(L ® R (s)dsde,
Jt—dt) Jt+6
where ¢;=¢;—C,¢= ;—2 and A, denotes the smallest nonzero eigenvalue of L. Also, we define C =diag(c;,i=1,...,N).
Now, we compute the time-derivative of V1(t)
Vi = 1/zc§(t><Ld ® P1AY(0)+1/2L ()L ® PrADL(E—d(0)+1/25 (O ® ATPE(D)+1/2¢ (t—de)(L ® Ad"PSO)+E (H(CL?
® P1BK)C(t—d(t))

N N N
+G {—yici + (Z ai(xi—x)"A Z ai(X:(t —d(t)) —xj(t—d(t))) } , (10

j=1 j=1 j=1
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Vi =L ® Qi —e @40 —1)T(t—dt)(L ® Q)E(t—dt) —aiVia <L (0L ® Q) —e (1) (t—dO)(L ® Qq)E(t—d(t)

—a1Via,

. t . .
Vis= d(t)éj (O ® R)E(t)—d(t) /F . em(s*mCT(t)(L ® R)C(Ods—ar Vi3

. . t . .
<l (L ® R)EWD) —d(tye~ @1 /[ ” &'/l ® R (Dds — a1 Vs,

In addition

é,r(t)(CLZ ® P1BK)((t—d(t)) = Z(c,+c ) (Z a;i(x; — x])TA Z agi(x;(t —d(t)) — x;(t— d(t)))

=1 j=1 j=1

So

N
Vi =11- Z(c,ﬁa,}(x, X;)Azau(xl(t d(t)) —xj(t— d(t)))+z —7iCiCi+ Z (Zau(x, xj)AZaua,(t d(t)) —x;(t —d(t))

ji=1 j=1 i=1 =1 j=1

With

=172 (0L ® P1A ) +1/2L ()L ® P1ANC(E—dt)+1/2 (O ® ATPHE6)+1/2¢ (t—dt)(L @ Ag"PHE(®)

which results

N
Vit =11+ Y —yicici+¢ (D@EL* ® P1BK)(t—d(D))

4
1/vV/N _
Let’s define U = [1/«/1V Y1 ],UT = { /Y\/—} such that U'LU = diag{0, 4,, ..., Ay} and { = (U" ® I)¢,
2
Therefore

VitV < — Z YiciCi+an Z—m +ar " (OL ® PHEO+E (OEL? ® PiBK)(E—d(t)

i=1 i=1

+CT O ® QD —e~ Mt (1 — )T (Ot —dB)(L ® QE(E—dt)+dal ()L ® RE(D)

t
—d(te= 1% /t o (L & Réoyds = — ch,w] Zz + ZMC, "(O1/2ATPy +1/2P A+ an Py +QE(D)

i=1
+ZT(t)(1/2AdTP1 +1/2P1 Ay +CAiP1 B (¢ —d(t) —&; (f*d(f))efa'dz(l —-7)Q4 Ci(f*d(f)))+d2€ (L ® R1)§'(t)
t . .
—d(pe—a: / Fow e Roébds
Jt—d(t)
2
=— Z YiCiCi+a Z—n+ Zﬂ &' (OX1/2ATPy +1/2P1A+ar Py +QE(D+E; ((1/2A4 Py +1/2P1 Ag+P1BK)E (t —d(D))

i=1 i=171

~&t—deye-n®( *T)Qlé’i(t*d(t)))JFdZC (O ® RNE() —d(pe =% /[ dt)é’ (O ® R)E()ds,

Hence

N N _ _
VitagVy < — Z?’i/2&2+ Zﬁi(CiT(f)(l /2ATPy+1/2P1A+ a1 Py +Q])Ci(t)+CiT(t)(] /274" Py+1/2P1 A+ P1BI)E (t —d(t)

i=1 i=2

_ - T N t =T kS
+a Z 5= Cf(t— d(tye =M% (1-1)Q it —d(t) +dag; (HR1Ei(t) —d(tye =11 / i (DR Ci()ds).

i= 1 t—d(t)
Using Lemma 2, the following condition is achieved:
6 .T - _ _ _ _
—d(he~ "% /t a1 ORIGiDs < —e % (y(t)— it —d(®) Ry — (e —d(t))
—d(t

Finally, from (17) and (18), applying Lemma 3 and Schur Complement, if the following inequality is satisfied:

1/2ATPy +1/2P1A+ a1 Py +Qq —e~ %R, 1/2A4"Py+1/2P1Aq+e~ %R, +d,A; RiA AT Aq" K'B" d,K'B" AT
* —e-md(]1_7)Q,  —e~ MR, 0 0 0 0 0
* * —1/dyR; ! 0 0 0 0
% * * —1/dyR; ! 0 0 0 <0
* * * * —1/dyR, 7! 0 0
* * * * * —1 0
* * * * * * —R !

amn

(12)

13)

14

15)

(16)

a7

(18)

(19)
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We have
Vi+a1Vi <o Z o Zy,/ZC
i=1 i=1

or

1 2 N 2 &
V1<(V1(¢)al<a1 E:‘;;rE V/ZGG)> Tt ( 51—5 217/261-6?).
= j=

From (20), it can be concluded that system (7) with controller (8) is exponentially convergence with a
rate less than ;. We assume this rate is y,. Hence, (20) can be rewritten as

V1< ,MlV]f((X1 ﬂ])v1 ZJ/,/ZC +(I]ZZ
i=1 i=1
On the other hand, based on the defined Lyaponov-Krasovskii functional, we have
1/222minPDICI® < V4
Hence

Vi< Vi = i POICI? - 3528 +a122

i=1 i=1
Therefore, if

2 2
—_— i/2¢
Il = T Amin(P(@ — ) < e ,;2 )

We reach

Mz

V] < 7,[41\/]\:‘.

Now, for the stability analysis of system in t;, <t <ty >, we choose the following Lyapunov-Krasovskii functional:

Vo=V +Va+Vas,

where
Var =L ® P2)X()
t
Vo = / e~ =0T (s)(L ® Qy)¢(s)ds
. [—d(t)
.0 ot . .
Va3 = / / e~ @=0F (5)(L ® Ry)E(s)dsdd
dity Jt+6

Now we compute the time-derivative of V,(t)

Va1 =1/28 (0L ® PAC ) +1/28" (0L ® P2ANS(E—d() +1/2L" (t)(L ® ATPo)C(0)+1/28 (¢ —d())(L ® Ag"P2)(E)

Vo <" (OL ® Q)¢ —e®H (1 —1)¢T (t—dt)(L ® Qu) x {(t—d()+a2Va,

. .T . t .T .
Vs <dal 0L © Rl —dvent | o e Rplodsavs,
Following the same steps of previous, if the following inequality is satisfied:

1/2ATP, +1/2P,A— aaPy + Qy —e®h Ry + doATR,A  1/2A4 Py +1/2P2Ag+e%4 Ry +dyAg RyA

<
* —e"zdl (1 —T)QZT—e“2d1R2 +d2AdTR2Ad

We have
Vy < (Va(gh)e®a.

15

(20

21

(22)

(23)

24

(25)

(26)

27)

(28)

(29)

(30

€)Y

(32)

The following theorem shows that the consensus of system (4) with F =0 can be guaranteed if there exist some matrices satisfying

certain matrix inequalities.

Theorem 1. . Consensus in MAS (4) and F = 0 with control input (8) is satisfied for any time-varying delay d(t) satisfying d; < d(t) < ds, if the

following conditions are met:

1. There exist positive define matrices P1,Q4,R1, P2, Q>, Ry, such that the matrix inequalities (19) and (31) are satisfied.

2. There is p > 1 such that
(P1,Q1,R1) > p(P2,Q2,Ry)..
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3. There is & > 0 such that
Vi<(p+6)V>
4. If Ny and Tyq; are defined the number of failures and the total time of failures of input signal int e [t;, t,]; there exist o* > a > 0 such that

— py (6= Tyai) + a2 (Tran) < @t (p+8)Nai® < e

Proof. for proof we select the following switching Lyapunov-Krasovskii functional:

Vi) if ty <t <ty
Vit < 1(0) if tok 2k—1 ’ (33)
Vo(®) if tare1 <E<toryo
From inequality (26), (32) we have:
e HE=LIV (ty) if ty <t <ty_
Vit < n 1(2k)‘f 2% 2k—1 7 (34)
e®2t =0V (ty 1) if toppr <t <tarya
For to € [tak tak+1]
V(t) <e MU0V (ty) <e M0V (ty- ) < e M1 (p 4 §)(e® - ak- DV 2ty _q)) < e M1 (p 4 §)(e® 22k DV (L1 -))
< e’M](t*tzk)(p_;’_(s)zeaz(tzkftzkf1)(6*/41“21(717[2k72)v‘1(t2k_2))) <. < (/)_;’_5)ke*a1(t*Tfaxl(t))eaz(Tfml(t))V((ﬁ), (35)
And for tg € [tag 1,2k 2] We have
V) < eaz(f*tzk+1)\/2(t2k+l) < eaz(t*tzkﬂ)vl(tz’(*_l < eaZ(t*tZkJrl)((e’ﬂl(tZkJrl —tZk)V‘l(tzk)) <. < (p+6)’<+]e*/"](t*T/axl(t))e‘ZZ(Tjuil(t))v(d)) (36)

Finally, from (35) and (36) the proof is completed and we have:

V(t) < e~ @Dty (g)o. 37
Remark 2. . It is noted that inequality (19) provide stability criterion for the MAS (1). It depends on the bounds of the time-varying delay
of MAS. Hence, this result is less conservative compared to results in [40]. Moreover, our result is more favorable than other available
publications such as [42,43]. Here, exponential stability is guaranteed while some previous works such as [42,43] has discussed on
asymptotic stability of MAS. This enables one to check the exponential stability of MAS with a prescribed decay rate. Such criterion is more
practical in control field, because a fast response for a controlled system is often needed. This is especially true in controller failure cases
that may exist only a short availability controller time.

Remark 3. : In this section, we select a Lyapunov-Krasovskii functional with three terms. Generally, the main reason for this selection is to
choose a functional with minimum terms to simultaneously achieve less conservatism and minimal computational time. The first
objective is implemented through generating conditions that are dependent on the bounds of the time-varying delay of system. The
second one is achieved by minimizing the variables included in the functional to reduce the computation load. The latter objective is of
paramount importance for fault tolerant system with occasional failures, because the control signal availability might exist for only short
periods of time. This will limit the time allocated to controller gain computations and hence an efficient algorithm is necessary. This
subject calls for further research.

4.2. Injected false signal to control input in some intervals

Now, the assumption in Section 4.1 is further extended to include a non-zero fault value for each input. Hence, generalizing the
previous result, it is assumed that the fault function F in (3) has the following constrain:

Ifitxi, DIl <&lixill,i=1,2,..N. (38)
where ¢; is unknown. To control the system in such condition, we apply the following controller:
N
u;=cK Z a,'J'(Xj—X,‘)—F@ (39)
j=1
with
N N
G=m; | —viCi+ | Y axi—x)TA D @it —d(t) —x;(t — d(t))
j=1 j=1

N
=& {—Kieﬁ K> a.—,-(x,-—x,-)uux,-n}

j=1
O = —eillxill,
where g;, k; are positive scalars.
Similar to previous section, for the stability analysis of system in t, <t <ty 1, we choose the following Lyapunov-Krasovskii functional:
V3=V31+V3+Vs33 (40)
with

N =2

Vo = 1200 (L@ Pl + 30 St 38 v, = | "m0y @ Qa)l(5)dsV s = /0 | " =0 (5L @ Ry)E(5)dsdd
31 = 3 i:128i> 32 = : 3 33 = —dw Jivo 3

Ci
=120 —d©)



where é,’ =e;—¢e;.
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Now we compute the time-derivative of V5 :

N
V31 =V11(P3,Q3.R)+{ (L @ PsBO+ > & {Kieﬁ
j=1

We have

N
JLePBO=-" elxl

j=1
Hence

N

V31 =V11(P3,Q3,Ra)+ > &
i=1

On the other hand:

j=1

—Ki€i+

B PZIUCJ

j=1

N
K Z a,'j(X,‘ 7Xj)

=1

||Xi||:|,

B PZl,ch]

j=1

Z @i (X — X))

mu] Z eillx;

j=1

N N N
> ei|—Kieit Zau(x, )| 1l Zez Iill BTPZIUC, => - —eil| > ag(xi—x))||Ixill.
j=1 ji=1 j=1 j=1 j=1 =1
N
We define L =¢;|| > a;(x; —x))||1X;]l.
=1
Hence, if the following inequality is satisfied:
[1/2ATP3+1/2P3A+a3P3+Qs —e~®%Ry  1/2A"P3+1/2P3A;+e~%%R3+d,A;"R3A AT Al KTBT
* —e~mh(1-_7)Q;T —e— R, 0 0 0
* * —1/dyR3 ™! 0 0
* * * —1/dyR; 7! 0
* * * * —]/d2R371
k k * * *
L * * * * *

We reach:

N N
Vi+asVs < — Z}/l/ZC +as Z** qu/ze -

i=1

i=1 i

And similar to previous analysis (2

2

We have:

V3 < —p,V3, 1, <azo.

i=1

2)-(24)), for:

N N =
> (—y/262+a Z +7//2e - )
=1 —2

2
Il = T min(P3) (@1 — ) “=

d,K'BT AT ]
0 0
0 0
0 0
0 0
-1 0
* —R3 -1 |

Now, for the stability analysis of system in ¢, <t <ty », we choose the following Lyapunov-Krasovskii functional:

Va=Vy+Vyp+Vys

where

t
Va1 =1/2L0"(L ® P4E(t) Vap = Z i e

ass—t) T _ 0 ! —ays-t T ;
1E=DE (SUL ® Qa)l(s)ds Va3 = / " / ge 4S=DZ (s)(L ® Ry){(s)dsdd
J - +

Now we compute the time-derivative of V(t) :

Va1 = Va1 +¢" (L ® P4B)F,
We have:

N N
"L @ PsBF < > elixil ‘BTP > g
j=1 j=1
Hence:
Va1 <V + Z eillxil||B' P4 Z liC;
j=1

17

(41)

(42)

(43)

(44)

<0

(45)

(46)

(47)

(48)

(49)

(50

(<1

(52)
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If the following inequality is satisfied:

1/2ATP4+1/2P4sA— auPs+Qu—e%h Ry + dyATRAA  1/2A, Py+1/2P4Aq+e%4%2 Ry + do Ay RAA

* — et (1—7)Q, — e Ry +dyAq RaAg (33)
We reach:
Vi—asVa <A, (54
And finally for:
I < T PaX = s gy o Ha < % (55)
we have:
V4 < psV4o. (56)

The following theorem shows that the consensus of system (4) with fault as (38) can be guaranteed if there exist some matrices
satisfying certain matrix inequalities.

Theorem 2. . Consensus in MAS (4) and fault as (38) with control input (39) is satisfied for any time-varying delay d(t) satisfying d, < d(t) < d,,
if the following conditions are met:

1. There exist positive define matrices P3, Q3,Rs, P4, Q4, R4 such that the matrix inequalities (45), (53) are satisfied.
2. There is p > 1 such that

(P3,Q3,R3) > p(P4, Q4. Ra)..
3. There is & > 0 such that
Vi< (p+6)Vy
4. If we defineNy,; the number of failures andTyq; the total time of failures of input signal in t € [ty, t;], there exist a* > a > 0, such that

— po(t = Tan) + 3 (Trai) < @, (p+5)Nrat® < et

Proof. Similar to previous proof and (45), (53).

5. Numerical simulation

In this section, a numerical example is given to verify our proposed Theorems. Note that this example has been discussed in [44];
however, we solve it including our stated constrains Fig. 1.

Example. Consider a network of linear MAS as follows:

X; = Ax; +AgXi(t— d(t))+Bu,—(t— d(f)), i=12,..,7 (57)
With:

0 0O 1 0 0 -1 0 0 —-001 O 0
0 0O 0 1 0 0 00 0 0.01 0

A 0 0O 0 0 1 Ad — 0 00 0 0.01 0

|0 0 —02003 -02003 O 0 o 0 0.0003 0.0003 O 0 ’

0 0 0.2003 0 —0.2003 0 0 0 -0.0001 O —0.0003 0
0 0O 0 0 —-1.6129 0 00 0 0 —0.005

Fig. 1. Communication graph of system (57).
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0 0
0 0
0 0 .
B= ,d(t)=0.3|sin(t)].

0.9441 0.9441
0.9441 0.9441
—28.7097 28.7097

In this example, it is assumed that because of the controller failures, for instance packet loss of input signal in 0.15 of time intervals, the
control signal is zero until a new packet arrives. To reach the consensus in such condition, we use our obtained result in Theorem 1. At
first, we assume p, @y, a; respectively as 1.021,0.33,0.32 to solve inequalities in (19) and (31). Applying free weighting matrix (FWM)
algorithm for solving the matrix inequality in (19) with three unknown variables, the gain of controller (8) for satisfying Theorem 1 is

_[6.8017 —6.146 —-0.65543 6.81646 5279 -0.07198
T | 6.146 11.8567 0.6554 —5.2479 6.81646 0.07198 |’

Also, using Matlab LMI Toolbox, we can conclude that the obtained LMI in (31) with selected decay rate is feasible. Hence, by Theorem
1, it can be deduced that the consensus problem for system (57) can be solved. Result of the simulation of closed-loop system (Figs. 2-7)
shows that we could solve the consensus problem in this example with our proposed controller. It should be noticed according to Theorem
1 selecting a =0.12, a* = 0.23 the maximum value of Ty;/t, —t; with the above assumption is 0.27 which determines the allowable time
limit of packet loss. Also, with these values of exponential rates, the maximum value for the upper bound of system delay and maximum
number of controller failures in this interval are 0.471 and 6.17 respectively.

Now we want to evaluate our result in Theorem 2. In this case, we assume the system (57) with a change that in 0.15 of time intervals
the false input signal is injected instead of the true input signal by attacker until the true data arrives. This fault is presented as follows:

f(x;) =0.34 sin (xy), (58)
Assuming p, a1, a; respectively as 1.021,0.33,0.32, and following the same approach as above, the gain of controller in (39) for
satisfying Theorem 2 is

8529 1216 —-1.2966 134846 —10.3818 -0.1424

k= 25800 13587 0.323 —11.0157 14.828 0376 |’

=1,..,7

x1i,i

2 L L L L L
0 0.5 1 1.5 2 25 3

Time(sec)

Fig. 2. The behaviors of the x;,i=1,...,7 in the controlled system (57).

x2i,i=1,...7

0.5 1 1.5 2 25 3
Time(sec)

Fig. 3. The behaviors of the x;,i=1,...,7 in the controlled system (57).
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80
60
40

~

I

=

x

_60 1 1 1 1 1
0 0.5 1 1.5 2 25 3

Time(sec)

Fig. 4. The behaviors of the x3;,i=1,...,7 in the controlled system (57).

15

10
5
-5
-10
-15 . . . . .
0 05 1

1.5 2 25 3
Time(sec)

7

=1
o

x4i,i

Fig. 5. The behaviors of the x4,i=1,...,7 in the controlled system (57).

15

&
g

4

=1
o

X5i,i

5

n n n

0 0.5 1 1.5 2 25 3
Time(sec)

-15

Fig. 6. The behaviors of the xs5;,i=1,...,7 in the controlled system (57).

Result of the simulation of closed-loop system (Figs. 8-13) shows that we could solve the consensus problem between agents in this
case with our proposed controller. Similar to previous discuss for packetloss, it should be noticed that according to Theorem 2 selecting

a=0.12,a* =0.23 the maximum value of Tyq;/t, —t; with the above assumption for system (57) with fault (58) is 0.26 which is the total
time of allowable attack.

Also, with these values of exponential rates, the maximum value for the upper bound of system delay and maximum number of
controller failures in this interval respectively are 0.314 and 4.13.
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800 T T T T T

600 1

400 1

200 1

4

=1,
o

x6i,i

-200 1

-400 1

-600 - 4

-800 1 1 1 1 1
0 0.5 1 1.5 2 2.5 3

Time(sec)

Fig. 7. The behaviors of the xg;,i=1,...,7 in the controlled system (57).

20

4

=1,
a

x1i,i

-5

-10 | | | | |
0 1 2 3 4 5 6

Time(sec)

Fig. 8. The behaviors of the x;;,i=1,...,7 in the controlled system (57) with fault (58).

-0.055
-0.06
-0.065
N~
P-0.07
I
§ 0075

-0.08
-0.085
-0.09 | | | | |
0 1 2 3 4 5 6
Time(sec)

Fig. 9. The behaviors of the x,;,i=1,...,7 in the controlled system (57) with fault (58).
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-0.078 |

-0.08

-0.082

—oszswee ~|
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! !
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-0.084 1

1,..
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-0.086

x3i,i

-0.088 |

B P
| |

!

-0.09 +

-0.092 | ' v e
-0.094 * * * - *
0 1 2 3 4 5 6

Time(sec)

Fig. 10. The behaviors of the x3;,i=1,...,7 in the controlled system (57) with fault (58).

-0.08

-0.085

S

-0.09

7
Pt
e

i=1,...,

-0.095

i
i ;
i
i

;.

x4i,i=
——

-0.105

-0.11 1 1
0

Time(sec)

Fig. 11. The behaviors of the x4;,i=1,...,7 in the controlled system (57) with fault (58).

-0.105

7

0111

1,..

x5i,i=

-0.115

-0.12 ¢

0.125 x | x x x

Time(sec)

Fig. 12. The behaviors of the xs;,i=1,...,7 in the controlled system (57) with fault (58).



M. Fattahi, A. Afshar / Neurocomputing 189 (2016) 11-24 23

-0.115F I

-0.12 [Pimssiaggien 1

i {

-0.125t ﬁ . .
™~ d ‘ H
¥ 0.13f ! {‘; .
g 3
x i

-0.135t !

-0.14+

1 1 1 1 1
0 1 2 3 4 5 6

Time(sec)

Fig. 13. The behaviors of the xg;,i=1,...,7 in the controlled system (57) with fault (58).

It should be emphasized that the appropriate value of p, a1, a; for the required calculations is obtained by trial and error method.

6. Conclusions

This paper studied the distributed consensus problem of linear dynamical multi-agent systems with missing control input in some
intervals and also delays in the transmission of control input to agents. At first, assuming zero control input in some intervals and delay,
the model of system in such conditions was formulated. Then, a distributed adaptive controller based on the relative states of neighboring
agents was proposed. By constructing a set of switching Lyapunov-Krasovskii functional, a delay-dependent exponential consensus cri-
terion with explicitly exponential convergence rate was established. Furthermore, the obtained condition was extended to the multi-agent
system, when a false signal was injected instead of the nominal control signal. Finally, an illustrative example was solved to show the
advantage of the proposed approach. Future possible research directions in this area will be considering fault tolerant of MAS with
switching directed topologies and multiple time-varying delays.

Acknowledgments

The authors are very grateful to the Associate Editor and the Reviewers for their constructive comments that results improvement of
the present work.

References

[1] R. Olfati-Saber, ]. Fax, R. Murray, Consensus and cooperation in networked multi-agent systems, Proc. IEEE 95 (2003) 215-233.
[2] W. Ren, R. Beard, E. Atkins, Information consensus in multivehicle cooperative control, IEEE Control Syst. Mag. 27 (2007) 71-82.
[3] A. Jadbabaie, ]. Lin, A. Morse, Coordination of groups of mobile autonomous agents using nearest neighbor rules, IEEE Trans. Autom. Control 48 (2003) 988-1001.
[4] F. Bullo, J. Cortés, S. Martinez, Distributed Control of Robotic Networks - A Mathematical Approach to Motion Coordination Algorithms, Princeton University Press,
Princeton, NJ, USA, 2009.
[5] C.W. Reynolds, Flocks, herds, and schools: a distributed behavioral model, Comput. Graph. 21 (4) (1987) 25-34.
[6] Q. Zhang, P. Li, Z. Yang, Z. Chen, Adaptive flocking of non-linear multi-agents systems with uncertain parameters, IET Control Theory Appl. 9 (2015) 351-357.
[7] P.Sethi, N. Chauhan, D. Juneja, A multi-agent hybrid protocol for data fusion and data aggregation in non-deterministic wireless sensor networks, In: Proceedings of the
International IEEE Conference on Information Systems and Computer Networks, 2013, pp. 211-214.
[8] N. Rani, S. Rao, K. Prasad, Efficient implementation of data aggregation in wireless sensor networks by mobile agent paradigm, Int. J. Comput. Sci. Eng. 9 (2011)
3254-3258.
[9] P. Sethi, D. Juneja, N. Chauhan, A mobile agent based event driven route discovery protocol in wireless sensor networks: AERDP, Int. ]J. Eng. Sci. Technol. 12 (2011)
8422-8429.
[10] P. Gil, A. Santos, A. Cardoso, Dealing with outliers inwireless sensor networks: an oil refinery application, IEEE Trans. Control Syst. Technol. 22 (2014) 1589-1596.
[11] W. Yu, G. Chen, Z. Wang, W. Yang, Distributed consensus filtering in sensor networks, IEEE Trans. System., Man Cybern.-Part B: Cybern. 39 (2009) 1568-1577.
[12] C. Abdallah, H. Tanner, Complex networked control systems: introduction to the special section, IEEE Control Syst. 27 (2007) 30-32.
[13] D. Armbruster, A.S. Mikhailov, K. Kaneko, Networks of Interacting Machines: Production Organization in Complex Industrial Systems and Biological Cells Singapore,
World Scientific, 2005.
[14] L. Zheng, Y. Yao, M. Deng, T. Yau, Decentralized detection in ad hoc sensor networks with low data rate inter sensor communication, IEEE Trans. Inf. Theory 58 (2012)
3215-3224.
[15] S. Kar, J.M.F. Moura, K. Ramanan, Distributed parameter estimation in sensor networks: nonlinear observation models and imperfect communication, IEEE Trans. Inf.
Theory 58 (2012) 3575-3605.
[16] K. Deniz, T. Sayit, G. Kardas, Software agents for peer-to-peer video streaming, IET Software, vol. 8, 2014, pp. 184-192.
[17] S. Islam, K.M. Muttaqi, D. Sutanto, A decentralized multiagent-based voltage control for catastrophic disturbances in a power system, IEEE Trans. Ind. Appl. 51 (2015)
1201-1214.
[18] A. Umair, Dynamics and Control of Electromagnetic Satellite Formations, Department of Aeronautics and Astronautics MIT, 2007.
[19] F. Bernelli-Zazzera, Active control of tether satellites via boom rotation: a proof of concept experiment, Adv. Astronaut. Sci. 108 (2001) 1225-1240.
[20] M. Hilstad, Multi-Vehicle Testbed and Interface Framework for the Development and Verification of Separated Spacecraft Control Algorithms (Master of Science thesis),
MIT, 2002.
[21] J. Wang, Y. Tan, I. Mareels, Robustness analysis of leader—follower consensus, J. Syst. Sci. Complex. 22 (2009) 186-206.


http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref1
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref1
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref2
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref2
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref3
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref3
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref4
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref4
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref5
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref5
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref6
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref6
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref7
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref7
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref7
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref8
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref8
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref8
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref9
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref9
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref10
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref10
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref11
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref11
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref12
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref12
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref13
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref13
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref13
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref14
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref14
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref14
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref15
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref15
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref15
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref16
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref17
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref17
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref18
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref18
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref19
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref19

24 M. Fattahi, A. Afshar / Neurocomputing 189 (2016) 11-24

[22] X. Yang, ]. Wang, Y. Tan, Robustness analysis of leader-follower consensus for multi-agent systems characterized by double integrators, Syst. Control Lett. 61 (2012)
1103-1115.

[23] H. Liang, H. Zhanga, Z. Wang, J. Wang, Cooperative robust output regulation for heterogeneous second-order discrete-time multi-agent systems, Neurocomputing 162
(2015) 41-47.

[24] L. Rong, H. Shen, J. Ly, J. Li, Distributed reference model based containment control of second-order multi-agent systems, Neurocomputing 168 (2015) 254-259.

[25] Q. Song, J. Cao, W. Yu, Second-order consensus tracking of nonlinear multi-agents via pinning control, Syst. Control Lett. 59 (2010) 553-562.

[26] X. He, Q. Wang, W. Yu, Distributed finite-time containment control for second-order nonlinear multi-agent systems, Appl. Math. Comput. 268 (2015) 509-521.

[27] Z. Liu, Q. Jin, Z. Chen, Distributed containment control for bounded unknown second-order nonlinear multi-agent systems with dynamic leaders, Neurocomputing 168
(2015) 1138-1143.

[28] W. Ren, E. Atkins, Distributed multi-vehicle coordinated control via local information exchange, Int. J. Robust Nonlinear Control 17 (2007) 1002-1033.

[29] F. Jiang, L. Wang, Consensus seeking of high-order dynamic multi-agent systems with fixed and switching topologies, Int. J. Control 85 (2010) 404-420.

[30] B. Hou, F. Sun, H. Li, Y. Chen, G. Liu, Observer-based cluster consensus control of high-order multi-agent systems, Neurocomputing 168 (2015) 979-982.

[31] W. Ren, K.L. Moore, Y.Q. Chen, High-order consensus and model reference consensus algorithms in cooperative control of multivehicle systems, J. Dyn. Syst.
Meas., Control 129 (2007) 678-688.

[32] F Jiang, L. Wang, Y. Jia, Consensus in leaderless networks of high-order-integrator agents, In: Proceedings of the American Control Conference, Hyatt Regency Riverfront,
St. Louis, MO, USA, 2009, pp. 4458-4463.

[33] H. Zhang, E.L. Lewis, A. Das, Optimal design for synchronization of cooperative systems: state feedback, observer and output feedback, IEEE Trans. Autom. Control 56
(2011) 1948-1952.

[34] H. Li, W. Yan, Receding horizon control based consensus scheme in general linear multi-agent systems, Automatica 56 (2015) 12-18.

[35] H. Haghshenas, M.A. Badamchiz, M. Baradaranni, Containment control of heterogeneous linear multi-agent systems, Automatica 54 (2015) 210-216.

[36] J. Mei, W. Ren, G. Ma, Distributed coordinated tracking with a dynamic leader for multiple Euler-Lagrange systems, IEEE Trans. Autom. Control 56 (2011) 1415-1421.

[37] W. Ren, R. Beard, Consensus seeking in multiagent systems under dynamically changing interaction topologies, IEEE Trans. Autom. Control 50 (2005) 655-661.

[38] Y. Hong, G. Chen, L. Bushnell, Distributed observers design for leader-following control of multi-agent networks, Automatica 44 (2008) 846-850.

[39] W. Ren, K. Moore, Y. Chen, High-order and model reference consensus algorithms in cooperative control of multivehicle systems, ASME ]. Dyn. Syst., Meas., Control 129
(2007) 678-688.

[40] Z. Tang, T. Huang, ]. Shao, J. Huc, Consensus of second-order multi-agent systems with non-uniform time-varying delays, Neurocomputing 97 (2012).

[41] D. Xie, T. Liang, Second-order group consensus for multi-agent systems with time delays, Neurocomputing 153 (2015) 133-139.

[42] Y. Cui, Y. Jia, L,-L., consensus control for high-order multi-agent systems with switching topologies and time-varying delay, IET Control Theory Appl. 6 (2012)
1933-1940.

[43] X. Yang, ]. X, ]. Wu, B. Yang, Consensus transformation for multi-agent systems with topology variances and time-varying delays, Neurocomputing 168 (2015)
1059-1064.

[44] G. Wena, G. Hu, W. Yu, ]. Cao, G. Chen, Consensus tracking for higher-order multi-agent systems with switching directed topologies and occasionally missing control
inputs, Syst. Control Lett. 62 (2013) 1151-1158.

[45] K. Gu, V.L. Kharitonov, J. Chen, Stabilityof Time-Delay Systems, Birkhauser, Boston, 2003.

Maryam Fattahi was born in 1985. She received the B.S. degree in AmirKabir Univercity of Iran in 2008, and M.S. degree inTarbiat Modarres
Univercity of Iran in 2011. Since 2012, she is a Ph.D. candidate in control engineer from department of electrical engineering of AmirKabir
Univercity. Her research interest are in field of time-delayed systems, networked control systems, multi-agent systems, robust control, and fault
tolerance control.

Ahmad Afshar received his Ph.D. degree in Electrical engineering from Manchester University in 1991 and subsequently started his carrier as a
member of staff with University of Petroleum in the department of Electrical Engineering. He joined Amirkabir University of Technology in 1998
in the department of Electrical Engineering. He is currently an associate professor in the control engineering group of this department and is the
head of the industrial automation and IT research laboratory and joint supervisor of computational intelligence and large scale systems research
laboratory. His research fields include large scale systems, industrial cyber security, multi-agent systems, network based control systems, sensor
networks and fault tolerant control systems.



http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref20
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref20
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref20
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref21
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref21
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref21
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref22
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref22
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref23
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref23
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref24
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref24
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref25
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref25
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref25
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref26
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref26
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref27
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref27
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref28
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref28
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref29
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref29
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref29
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref30
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref30
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref30
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref31
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref31
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref32
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref32
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref33
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref33
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref34
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref34
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref35
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref35
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref36
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref36
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref36
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref37
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref38
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref38
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref39
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref39
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref39
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref39
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref39
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref39
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref39
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref40
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref40
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref40
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref41
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref41
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref41
http://refhub.elsevier.com/S0925-2312(15)01623-9/sbref42

	Distributed consensus of multi-agent systems with fault in transmission of control input and time-varying delays
	Introduction
	Preliminaries
	Problem statement
	Main results
	Missing control input in some intervals
	Injected false signal to control input in some intervals

	Numerical simulation
	Conclusions
	Acknowledgments
	References




